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Presentation Overview

• Level-setting Regarding Terminology

• Likelihood Versus Severity

• Common Approaches to Performing Risk Assessments

• Bridging the Expectations Gap

• Focusing on Likelihood

• Walking Through a Value-based Approach



Terminology

• Business Continuity Planning / Management

• Business Impact Analysis

• Risk Assessment

– Severity versus Likelihood 

– Threat versus Risk



Managing Likelihood Versus Severity

• Your Challenge - Limited Time and Investment

• Risk Management (in general)

– A Focus on Affecting Likelihood and Severity

• Business Continuity

– A Focus on Affecting Severity



Common Approaches to Assessing Risk

• What Do You See?  What’s Your Approach?

• From a Business Continuity Perspective (TODAY)…

– Identify Categories of Risk

– Identify Specific Threats in Each Category

– Qualify Vulnerability to Each Threat

• Inherent Risk or Controls-based Estimate

– Rank Order Threats for Consideration by Management

– Business Continuity Develops Plans based on Highly Ranked Threats

– Assumption: Business Begins Managing or Accepting Risk



Bridging the Expectations Gap

• Does identifying and rank-ordering risk add any value?

• Does risk mitigation (other than Sarbanes-Oxley) rank 

high in management’s Top 10 list of things to do?

• Who is best positioned to focus on managing risk? 

• Does assisting with the development of risk mitigation 

strategies add value?



Bridging the Expectations Gap (cont.)



Bridging the Expectations Gap (cont.)

Slightly

Slightly

Excerpts from the 

2006 CI/KPMG Study



DRI Definition…

• Subject Area #2 – Risk Evaluation and Control

“Determine the events and external surroundings that can adversely 

affect the organization and its facilities with disruption as well as 

disaster, the damage such events can cause, and the controls needed to 

prevent or minimize the effects of potential loss.  Provide cost-benefit 

analysis to justify investment in controls to mitigate risks.”



NFPA 1600…

• Section 5.3.1 – The entity shall identify hazards, the 

likelihood of their occurrence, and the vulnerability of the 

entity to those hazards.

• Section 5.4.1 – The entity shall develop and implement a 

strategy to eliminate hazards or mitigate the effects of 

hazards that cannot be eliminated.



BASEL II…

• Identify

• Assess

• Monitor

• Control

• Mitigate

Sound Practices for the Management

And Supervision of Operational Risk

- June 2004



Switching Focus - Likelihood

• Can likelihood be managed 100% of the time for 100% of threats?

• Can likelihood be managed 100% of the time for 100% of risks?



The Bigger Picture 

– Event Risk Management

• Business Continuity Professionals are responsible or 

partially responsible for Event Risk Management (whether 

you have been told that or not!)

– Part of a larger ERM program

– Enables achievement of business objectives

ERM Defined – Enterprise risk management enables management to 

effectively deal with uncertainty and associated risk and opportunity, 

enhancing the ability to build value. - COSO Framework



Event Risk Assessment
• Availability Risk

• Reputational Risk
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Types of Risk

• Availability Risk

• Reputational Risk



“Strategic” Discussion and Scoping

• Defining Strategic Business Objectives

– Can executive management clearly articulate it’s objectives for:

• 1 Year

• 5 Years

• Identifying Threats that Affect Those Objectives:

– Facilities and Infrastructure

– Equipment

– People

– Information Technology

– The Supply Chain

– Intellectual Property (to include Records and Data)



“Operational” Discussion and Scoping

• The threats that result in damage, downtime, loss or 

reputational impact…

• The processes or process characteristics that increase or 

mitigate risk



Tactical Controls Assessment

• Business Controls 

• Technology Controls



Prioritization

• Assumptions

• Developing Worst-case / Best-case Scenarios 

• Risk Reduction Recommendations

• Identifying Residual Risks

• Accepting Residual Risks



Case Study –

Value-based Risk Assessment



“Strategic” Discussion and Scoping

• Defining Strategic Business Objectives

– Healthcare Supplies Manufacturer and Distributor

– 14% Annualized Growth Projection

– Actively Market Customer Satisfaction Rating of 9.5

• Identifying Threats that Affect those objectives:

– Facilities and Infrastructure

– Equipment

– People

– Information Technology

– The Supply Chain

– Intellectual Property (to include Records and Data)

Threat - Avian Flu



“Operational” Discussion and Scoping

• The threats that result in damage, downtime or reputational impact…

• The processes or process characteristics that increase or mitigate risk

• Risk

– High Absenteeism 

(40+% for 4 Weeks)

– Loss of Employee Base

– Higher Recruiting 

Costs

– Higher Training Costs

– Higher Healthcare 

Costs

• Impacts

– Increase in customer 

response time 

(decrease in order 

taking)

– Order shipment 

delays

• Process Characteristics

– Shift work is 

uncommon

– Each of the four 

warehouses 

specialize in unique 

product

– Independent call 

centers operations



Tactical Controls Assessment

• Business Controls

Work From Home Policy

Cleaning Processes

Medical supplies stocked

Employee Awareness 

Programs

Cafeteria Plans 

Employee Assistance 

Programs

Meeting Protocols

• Technology Controls

WebEx Availability 

(“unlimited”)

Inability to route CSR calls to 

homes

Remote Access Bandwidth 

(500 “seats”)

Work From Home 

Infrastructure (200/800 

corporate employees equipped 

to work from home)



Prioritization

• Assumptions
– Moderate risk of H5N1 mutating

– 25% absenteeism impacts customer service

• Developing Worst-case / Best-case Scenarios
– Best Case (0% absenteeism), Worst Case (40+% absenteeism)

• Risk Reduction Recommendations
– Technology infrastructure, warehouse process change, expand EAP to 

employee family members

• Identifying Residual Risks
– Fear leading to employee absence

• Accepting Residual Risks
– Management unwilling to accept degradation of response time, impacting 

customer satisfaction



Conclusions

• Can you build a business continuity program without a risk 
assessment?
– YES

• Can you manage a business continuity program without a risk 
assessment?
– Partially (planning for exercise scenarios, validating the scope of business 

continuity strategies)

• Can you meet management’s expectations “proactively”
– NO

• The business continuity professional is positioned to 
affect both risk likelihood and severity (and should 
take a leadership role in doing so)



Questions and Discussion
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Presentation Abstract

More and more business continuity professionals are demoting the risk assessment to a "Tier 2" activity, 
whereas a growing body of executive managers views the risk assessment as a strategic enabler.  Why the 
disparity?  Business continuity professionals often focus on rank-ordering risks and threats, and spend very little 
time recommending solutions to affect likelihood or manage impact.  Rank-ordering alone adds little value to 
the executive manager.  Business leaders who implement enterprise-wide risk management processes rank-order 
risks, but more importantly, focus on mitigating likelihood and severity to an acceptable level.  As a result, 
executive managers, business continuity planners and other risk management personnel must work together 
toward the common goal of identifying failure scenarios and exploring cost-effective ways to mitigate risk.

This presentation will explore the value of a business continuity-oriented risk assessment and the relationship to 
enterprise-wide risk management and business impact analysis processes.  It will also delve into the ways in 
which this process can add significant business value.  We will discuss the information necessary to enable 
business decision-making as well as ways to prioritize risk mitigation activities.  Ultimately, this presentation 
will focus on prioritizing risk mitigation, an activity which will elevate the importance and value of the business 
continuity-oriented risk assessment.


